Features at a glance:

30 Content Categories with
Millions of URLs
Anti-Spyware and Phishing Protection
Automatic Updates
Custom Categories
Authentication

User/Group Policies
Day/Time Policies

Active Directory Integration
Logging and Reporting
Custom White/Black Lists
Custom URLs

Integrated Web Caching
Custom Block Message
Simple Installation

Web Based Administration

eSOft Simply better network security.™

®

SiteFilter™

SiteFilter™

Assure maximum workforce productivity by monitoring and enforcing the use of company
Internet resources. SiteFilter also protects against legal liability brought on by inappropriate/
illegal use of Internet resources. A database containing millions of global URLs is continually
updated with web sites in 30 categories. Policy based control allows selection of which categories

should be blocked at different times of day, and which users are affected.
Key Features

By filtering irrelevant and unproductive Internet content, SiteFilter is an effective tool for imple-
menting Internet security policies and user guidelines. SiteFilter manages employee web access,
reduces the exposure of potential legal liability to the organization, preserves network bandwidth
otherwise consumed by employees surfing the Internet and reduces the time and expertise
required of vital support resources.

SiteFilter can manage Internet access at several levels ranging from simple access restrictions to
thorough blocking of all sites deemed unproductive or non-business related. IT manager has
complete control of enforcing what sites individual users or groups of users can access on a
day/time scheduled basis. When integrated with Active Directory users are transparently authen-
ticated and assigned the appropriate web access policy. Detailed reporting then allows a conve-
nient way to summarize and report on actual usage. The large URL database is updated automati-
cally with newly categorized websites through eSoft's patented SoftPak Director threat response
architecture, and administrators can add their own custom URLs to the database. With an access
control list containing millions of categorized URLs and a selection of different content groups,
SiteFilter lets organizations implement a highly customized and fine-grained web access policy.

SiteFilter: Powerful Policy Based Web Filtering

SiteFilter is a crucial tool for the organization to re-gain control of work-day Internet usage.
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Content Catagories

e Anonymizer/Translator
e Art/Culture

e Chat

Crim. Skills/Spyware
Cults/Occult

e Dating

e Drugs

Entertainment
e Extreme
Gambling

* Games

e Gen. News

Hate Speech
* Humor

Investing

Job Search Lifestyle
e MP3 Sites

* Mature

¢ Nudity

Online Sales

Personal
Politics/Religion
Portal Sites

Self Help/Health
* Sex

Sports

Travel

Usenet News
Webmail

Part Numbers

10 User Defined Categories

25 Users
50 Users
100 Users
200 Users
500 Users

ThreatWall 1-Year Subscriptions

25 Users
50 Users
100 Users
200 Users
500 Users

Please visit esoft.com for additional

Phone: 303-444-1600 295 Interlocken Blvd., #500
Toll-Free: 888-903-7638 Broomfield, CO 80021

SF25-SUB1
SF50-SUB1
SF100-SUB1
SF200-SUB1
SF500-SUB1

SCMSF25-SUB1
SCMSF50-SUB1
SCMSF100-SUB1
SCMSF200-SUB1
SCMSF500-SUB1

part numbers

Fax: 303-444-1640 www.esoft.com

With flexible group, user, day and time-based policies, Site Filter can be customized for virtu-
ally any type of organizational usage policy.

Flexible policy management allows
only certain groups to access defined
classes of websites
Finance Group
http://www.site. CO [ }
- g

http://www.site.col http://www.site.com|

finance.com gambling.com
A .
| 2 - [
>/ 4 // .. Marketing
, P InstaGate or S [ Group
N L '\\ ‘—.  ThreatWall Appliance .-~ { .‘
A/ n \ o
- Internét---——-—»| - ® {
o - PESEEEE = ¥
) SN

N
e N
Detailed reporting NS
provides statistics on - !
individual and group - y
Internet usage | y 4 [
o Stan, a suspect
employee

Feat | Specificati

InstaGate 1-Year Subscriptions InstaGate ThreatWall

Pre-defined Categories 30 30

Custom Categories v v

URLs Millions Millions
Custom URLs v v
Automatic Updates v v

Web Caching v v
White/Black Lists v v
Time-based Policies v v
User/Group Policies v

Logging Local Local, Syslog, WELF
Policy Enforcement Controls Category, User, Day, Time Category, User, Group, Day, Time
Reporting Summary, Detailed, SmartReports Summary, Detailed
Authentication Local, Radius Local, Radius, LDAP
Custom Deny Messages v

Active Directory Integration v
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