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DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
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INTRODUCTION

eSoft’s Web and Email ThreatPaks allow customers to receive real-time updates
of existing and emerging threats that exist on the Internet. These real-time updates are
provided by eSoft’s Distributed Intelligence Architecture (DIA). One component is
the DIA reputation and blacklist checks for email. These checks are performed by the
Spam Filter portion of the Email ThreatPak. DIA provides valuable feedback and
protection against email threats based on the sending mail servers IP address.
However sometimes a customer may still want to allow email from a DIA blacklisted
IP address. This article gives a brief overview on how to allow DIA blacklisted IP
addresses through the email server on an eSoft device.

PART ONE —FINDING A DIA BLACKLISTED |IP ADDRESS

In order to allow an IP address that has been blacklisted through the mail server
on an eSoft product, it is necessary to white list that IP address. The first step in this
process is to find the IP address that is blacklisted by using the ThreatMonitor or
email server logs.

The easiest way to find a DIA blacklisted IP address is to search in the
ThreatMonitor. Within the ThreatMonitor, click on the Email tab and then click the
Details link under Recent Activity. On the Recent Activity page, enter the email
address of the sender and click Refresh. This will display the IP address of the sender,
which is the IP address that needs to be entered into the Spam Filter Whitelist to
bypass the DIA Reject block.
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The other method of obtaining the IP address being blocked is through the email
server logs. In order to view the email logs click on Support & Diagnostics then
System Logs in the InstaGate user interface. On ThreatWall, click Reports & Logs,
then System Logs. From the drop down list make sure Email Server/Relay is selected.
To open the log, click on the blue “exim_mainlog” text for the desired day.

Support & Diagnostics: System Logs
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8 exim_mainlog.4 04/11/2008 7095 kB
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Once the log has opened it is easiest to use the keyboard shortcut CTRL-F to open
a Find dialog box. In this dialog box enter the email address of the sender. In the log
example below ‘fake@bogus.net” would have been entered into the search field.

2008-04-14 02:28:09 H=([222.222.222.222]) [222.222.222.222]
F=<fake@bogus.net> rejected RCPT <support@esoft.com>: DIA Real-Time Black
Listed

The log entry above shows a source IP address of 222.222.222.222. This is the IP
address that would be needed to bypass the DIA Blacklist.

PART TwO —ALLOWING A DIA BLACKLISTED |IP ADDRESS

In order to allow an email address through the email server, the sending IP
address must be added to the white list. Adding an email address or domain will not
bypass the DIA blacklist.

To white list an IP, click on Spam Filter then Whitelists. Once the page loads,
simply enter the IP address found in the ThreatMonitor or email logs. Click Apply to
save your changes.
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Once applied this change will allow email from this IP address through the mail
server. Please keep in mind that by adding this IP address you are bypassing all spam
and malware checks for any email from this IP address.

TROUBLESHOOTING

If, after adding the IP address to the white list, emails are still being blocked by
DIA’s real time blacklist, verify the senders IP address. Some domains have multiple
mail servers and therefore emails may be sent from multiple IP addresses.

eSoft’s DIA server only hold records for three days. If an IP address sends zero
spam three days in a row that IP is automatically removed from DIA’s real-time
blacklist. It should also be noted, only emails that receive a SpamFilter score will be
reported to DIA. Whitelist and Blacklist entries are never scanned by SpamFilter and
are therefore not reported to DIA.

For other issues not covered within this document please contact eSoft Technical
Support at 877-754-2986 or online at http://support.esoft.com.



