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INTRODUCTION

IPSec VPN’s have become a highly used method of securely connecting
geographically separate office locations together through an encrypted data tunnel.
Dynamic IP addresses are still used by many ISP’s making it necessary to configure
an IPSec connection with a dynamic IP addresses. This guide will walk through how
to configure eSoft InstaGate firewalls to connect via [IPSec VPN when one end is on a
dynamic IP address. It should be noted that one end of the IPSec tunnel must have a
static IP address for this configuration. There is currently no way to configure an
IPSec VPN tunnel between two dynamic IP devices.

PART ONE - DYNAMIC IP INSTAGATE CONFIGURATION

1.1 Access the IPSec VPN Menu

The Remote Office VPN settings are available in the InstaGate user interface
under the firewall menu. After clicking the Remote Office VPN link, several options
should now be available.

1.2 Adding a New IPSec Tunnel

To add a new IPSec tunnel click Add. The configuration of the Dynamic IP end
of the tunnel is almost identical to the standard Pre-Shared Key configuration. On
this page the IP Address information for both ends of the tunnel needs to be entered.
Also the only Key Management type available for Dynamic Remote VPN tunnels is
Automatic (Shared Secret). Please note that the Shared Secret has to be identical on
both ends of the tunnel.

1.3 IKE Settings

Once the main IPSec settings have been entered, click on the blue /KE button. On
this page there will be a check box labeled Aggressive Mode. This setting tells the
Dynamic Remote end to always be the unit to start the IPSec tunnel. Once enabled,
some additional boxes will appear. These boxes contain Identifier information. This
information is necessary to start an [PSec tunnel when one end does not have a static
IP address. It is recommended that you use domains for local and remote identifiers.
It is not necessary to use legitimate domains, fake domain names can be used in the
identifiers field. Remember it is critical that the remote identifier match the local
identifier of the unit on the other end of the tunnel.



1.4 Example Configuration

The screenshots below shows our final test configuration for the Dynamic IP
Address side of an [PSec tunnel. Review the configuration settings below for our
sample configuration. Some of these settings will be used in the configuration of the
static IP end of the tunnel in Part Two.

o Local Network: 10.10.0.0/255.255.0.0
e Remote Gateway: 222.222.222.222
e Remote Network: 10.0.0.0/255.255.255.0
o Shared Secret: test
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1.5 IKE Settings

Review the configuration settings below for our sample configuration. Some of
these settings will be used in the configuration of the static IP end of the tunnel in
Part Two.

IKE Aggressive Mode Enabled

Local Identifier — Domain Name — Dynamiclnstagate.com
Remote Identifier — Domain Name — StaticInstagate.com
All other settings remain at default
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PART TWO - STATIC IP INSTAGATE CONFIGURATION

2.1  Access the IPSec VPN Menu

As stated in Section 1.1, the Remote Office VPN settings are available in the
InstaGate user interface under the firewall menu.

2.2 Adding a New IPSec Tunnel

To add a new IPSec tunnel click Add. On the static end you must check the
Dynamic Remote check box. Once this box has been selected you can now enter the
Local and Remote Identifiers used previously. Please note that Local and Remote
Identifiers should be reversed on each end of the tunnel.

2.3 Example Configuration

The screenshots below shows our final test configuration for the Static IP Address
side of an IPSec tunnel. Review the configuration settings below for our sample
configuration. Some of these settings will be used in the configuration of the static IP
end of the tunnel in Part Two. Note that on the static end of the tunnel the IPSec
settings do not need to be modified.



¢ Dynamic Remote is enabled
e Local Network: 10.0.0.0/255.255.255.0
e Local Identifier —- Domain Name — StaticInstagate.com
¢ Remote Identifier - Domain Name — DynamicInstagate.com
e Remote Network: 10.10.0.0/255.255.0.0
e Shared Secret: test
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TROUBLESHOOTING

There are logs available on your InstaGate. These logs are available
through the user interface by going to Support and Diagnostics, System Logs. VPN
information will be stored in the EVERYTHING.log. Please note that since one end
of the IPSec tunnel is on a dynamic IP address, traffic needs to originate from the
dynamic end in order for the IPSec tunnel to become active. Any tests run from the
static end of the tunnel will fail to activate the IPSec tunnel.

Troubleshooting VPN connectivity problems can often be very complex.
If you are unable to connect please open a ticket with eSoft Technical Support at 877-
754-2986 or through online support at http://support.esoft.com.




