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INTRODUCTION

This guide will go over how to utilize the Group Policy Editor (GPE) on a Windows domain controller to
deploy proxy settings to all computers on a network. It should be noted that this document is intended to
assist eSoft customers in configuring settings on a domain controller specifically relating to eSoft
products. Any additional questions or issues not covered in this document should submitted to
Microsoft™ for resolution.

CONFIGURING GPE PROXY SETTINGS
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Once the Group Policy Management console loads a listing of the domain(s) within the organization will
be shown. It is possible to have multiple domains within a company, so when configuring a group policy
make sure the correct domain is being affected. The first image below shows an active directory server
with only a single domain configured. To enter the group policy edit mode it is necessary to right click on
Default Domain Policyor the correct domain and then left cligKit. In the example below the domain
esoftsupport.esoft.cois being modified.
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Once theEdit window opens the group policy option for the selected domain will be shown.
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To configure the group policy for proxy settingser Configuratiomeeds to be modified. Undeiser
ConfigurationselectWindows Settingsheninternet Explorer Maintenancand finallyConnectionin

the right hand window new options will appear.
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Different settings are modified based on whether standard proxy settings or an automated proxy script is
being used. For standard proxy settings, double-Blroky SettingsFor and automated proxy script
deployment double-clickutomatic Brower Configuratiodepending on which option you selected a
different window will appear. Please review the Automatic Proxy Configuration Scripts walkthrough for
additional information on creating and deploying proxy settings in this manner. Below are screen shots of

both windows.



Standard Proxy Settings:
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Automatic Proxy Configuration Settings:
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DISABLING USER PROXY MODIFICATION

Within the Group Policy Editor it is possible to disable end user changes to the proxy configuration. This
prevents end users from deleting proxy settings in their browser and potentially bypassing any URL
filtering within the proxy. To disable all access to the proxy settings within the browser click
Administrative TemplatasderUser ConfigurationThen selec?Windows Componentleninternet
Explorerand finallyInternet Control Panelln the right hand window find the option labelesable the
Connections pagelouble click this option to open the settings. Set this opti@médleand click OK.

The image below shows how this page should look once this setting has been applied.
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End users will no longer see the Connection tab in the Internet Options settings of Internet Explorer.

CONCLUSION

Once these settings have been configured end users will automatically receive the new proxy settings on
their next reboot. It should be noted that Microsoft only guarantees group policy deployment for software
written by Microsoft. The use of non-Microsoft browsers may experience issue applying any settings
changes deployed in this manner. For example, Mozilla’s Firefox may have issues being reconfigured
with the new proxy settings. This is a limitation of Microsoft and cannot be resolved by eSoft personnel.
Any additional questions or concerns must be directed to Microsoft technical support.



