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1 INTRUSION PREVENTION SOFTPAK   

1.1 Intrusion Prevention SoftPak Overview 

 
The Intrusion Prevention SoftPak Inspects all traffic passing through or past it for 
known exploits of many types. It is the “deep packet inspection” technology that 
allows the ThreatWall to stop malicious activity in traffic that is otherwise invisible to 
a traditional layer two firewall.  This is accomplished by inspecting full packets in 
real time, not just the header information that a stateful inspection firewall does.  
IPS is a critical feature that allows the system to block and report on potentially 
damaging activity. 
 

 

1.2 Intrusion Prevention SoftPak Configuration Options 

 
When enabled, the IPS softPak will only “see” traffic that passes to or through its 
interfaces. The most common installation of the ThreatWall would be to place it 
immediately behind the existing firewall, but it could be place at the edge of any 
network segment that you want to protect. It will inspect traffic for most frequently 
used Internet protocols such as HTTP, SMTP, and FTP for specific exploits. All 
blocking activity will be done be the ThreatWall itself, so there is no requirement for 
compatibility with an existing firewall product. 



 

1.3 Intrusion Prevention Basic Settings 

 
IPS will create a default setting of action profiles containing active rules based on 
the configuration settings found on this page 
 

 
 

1.3.1  Protected Networks  
 



Enter the IP or networks that are to be considered “trusted” by the ThreatWall- enter 
as many as are applicable. ThreatWall will use this information to determine what to 
scan and what not to scan based on where it is originating to and where it is going. 
Activity must be bound from an untrusted network to a trusted network to be acted 
upon; otherwise it has no way to determine what is untrusted. 
 
Check all the types of computer operating systems are found on your trusted 
networks. Any system that is not specified will NOT be protected. 
 

1.3.2  Web Servers 
 

Enable this option to protect against specific threats targeted at Web Servers that 
might exist on the protected networks. Specify location by IP address and Web 
server software that is running.  
 

1.3.3  Mail Servers 
  
Enable this option to protect against specific threats targeted at Mail Servers that 
might exist on the protected networks. Specify location by IP address   

 
 

1.3.4  Network Policies 
 
Enable this option to block Instant Messaging (IM) activity and or Peer to Peer (P2P) 
applications. ThreatWall will block all activity based on type without regard to the 
user. You do have an option to allow some types of IM or P2P if desired. 
 
 
 

1.3.5  Responsiveness 
 

This setting determines how aggressive the system will be when it sees threats. The 
default setting is to log alerts and block some attacks. If set as aggressive, all 
attacks would be blocked. 
 

1.4 Alert viewer 

 
This is the master console for viewing all of the current activity that has been seen by 
the system. It will report on all activity that has matched a rule in the active rule 
base. This event has already been acted on (or not) depending on the system 
settings. It also allows the administrator to mark an event as a false positive for 
feedback to the system- enough false positives (see action profiles) and the rule will 
be disabled. Events will be displayed as they are seen. If multiple occurrences of the 
same type of exploit are seen, it will be reported once, mentioning additional 
occurrences. A new event would be generated after a different exploit is seen. 
 



 



 

1.5 Rule Manager 

 
Rule Manager allows you to view all of the rules available in the system categorized 
by their action profile. Clicking on the category will allow you to see all of the 
individual rules and more detailed information regarding each one.  Links exist for 
more research on each. 
 

1.6 Action Profiles 

Action Profiles define the action (or inaction) taken on each rule once matched. There 
are several default action profiles that have been created by eSoft and rules 
associated with those profiles- they include High Priority attacks, Web server 
attacks, Attempted denial of service, etc.   
 
Each Action Profile uses various criteria to define the action. For example- 
 
High Priority Attacks- This Action profile includes rules which are considered to be of 
the highest priority, are classified as an Attack and can be targeted for any defined 
operating system. The default action will be to log the event and drop the 
connection.   
 
Attempted Intrusion- This action profile uses the category criteria which defines 
specific behaviors- attempted administrator privilege gain and attempted user 
privilege gain. It’s considered an attack, against all defined operating systems and 
will be logged with connection dropped.   
 
Both Action profiles above result in the same action, but one is much more specific 
to the type of attack. 
 

 

1.7 Tips & Traps 

  
eSoft Intrusion Prevention Softpak is meant to add an additional layer of protection 
to an existing layer two firewall, offering an ability to inspect packets that are 
passing. It is designed to work in tandem with other eSoft Softpaks that provide 



other areas of inspection- Network and Email ThreatPaks for viruses, worms and 
Trojans, Anti-spyware for spyware related items. IPS watches for many other types of 
activities that are not specific to viruses, worms, Trojans or spyware.  
 
eSoft has carefully built a rule base that covers the majority of threats that will be 
seen by the majority of networks, but is not all. By keeping the rule base relatively 
small and writing signatures that often cover multiple more specific signatures; we 
are able to cover the most dangerous activity without sacrificing performance and 
creating a high level of false positives and the associated attention required by the 
local admin. 
 
Altering the action profiles or default settings should be done with a specific goal. 
You should consider consulting with eSoft support to insure the correct result- i.e.; a 
profile needs to be altered to prevent acting on a specific type of browser  
 
If a specific rule is desired that doesn’t exist in our IPS rule base, a request can be 
submitted to the eSoft Threat Prevention team through eSoft support. 
 
IPS will only see activity that originates from an “untrusted” network bound for a 
trusted one. This will limit its ability to see internal attacks to local servers, or 
outbound activity originating from the local network.  
 
ThreatWall is not a firewall itself, so should generally be placed behind an existing 
firewall. 
 
  
 

 


