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INTRODUCTION —J

Recipient address verification is a critical tool in fighting spam. It allows the Spamfilter to reject
messages that are sent for invalid recipients (users) on your network. Rejecting messages to invalid
recipients before Spamfilter and Anti-Virus processing reduces the volume of mail processed by your
mail server, which enhances system performance and reduces load.

When the InstaGate or ThreatWall is set for Mail Relay mode, the recommended method for
rejecting invalid recipients is to use SMTP Recipient Filtering on your internal Exchange Server. You must
also enable Address Verification on the InstaGate or ThreatWall in order to complete the configuration.
This document details the eSoft appliance configuration, as well as the Exchange server configuration for
both Edge Transport mode and the default Hub Transport mode.

INSTAGATE OR THREATWALL CONFIGURATION —J

1.1 Verify the Relay Server Configuration

The Email Server on the InstaGate or ThreatWall must be set to relay mail to an internal SMTP server.
Email Settings can be found under Email Server > Settings. Without the Complete Mail Server SoftPak
‘Relay’ is the only mode of operation. With the Complete Mail Server you must select ‘Relay’ from the
drop down menu. Enter the IP address of the Exchange server in the Mail Server Address field. Address
verification will not work if email is being relayed using a firewall redirect policy or if relay is set under
the Advanced Email Settings.
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Apply Cancel



1.2 Activating SMTP Address Verification

Next, enable SMTP Address Verification. Choose Address Verification under Email settings and enable
‘SMTP via Incoming Email Server’ as shown below. The InstaGate or ThreatWall will now check
addresses against the mail server you specified on the settings page.

Email: Address Verification [

Rejection Settings
These aeltings help ensre Incoming emall is fegitimate by verfiving the existence of sending and recelving Wsers and seners.

SPF violation " Enahbled
Sender domain does not exist " Enabled
MNon-local message contains invalid headers [ Enabled
Local Recipient Verification Settings
SMTF via incoming email server ¥ Enabled
LDAP " Enabled
Fixed addresses =
=
Match all server domains ¥ Enabled
Apply Gancel

Note: Be sure to enable only one Verify Recipient setting. If you enable more than one
setting, the Address Verification may not work correctly.



{ EXCHANGE CONFIGURATION WITH EDGE TRANSPM

2.1 Enable the Recipient Filter

The recipient filter is enabled by default on servers with Edge Transport installed. If Edge Transport is
not installed, skip to the next section to configure without Edge Transport. To verify the recipient filter is
enabled, open the Exchange Management Console. Choose Edge Transport, and then the Anti-Spam tab.
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On the Anti-Spam tab, right click the Recipient Filtering option and select Properties. Make sure the
box is checked to ‘Block messages sent to recipients not listed in the Global Address List’.
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Note: The information contained in part two was taken directly from the following URL:
http://technet.microsoft.com/en-us/library/bb125187%28EXCHG.80%29.aspx

EXCHANGE CONFIGURATION WITHOUT EDGE TRANSPORT !EFR J

3.1 Anti-Spam Agents

On servers without Edge Transport installed, Hub Transport is used. The Anti-Spam agents are not
installed by default and recipient filtering is not enabled. To find out if the Anti-Spam agents are
installed open the Exchange Management Console. Choose Hub Transport, and locate the Anti-Spam
tab.

If there is an Anti-Spam tab proceed to step 3.3 to enable the recipient filter. If there is no Anti-Spam
tab, follow the directions in section 3.2 to install the Anti-Spam Agents first.
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3.2 Anti-Spam Agents

To install the anti-spam features on a Hub Transport server, you must run an install script and restart
the Microsoft Exchange Transport service.

1) Run the following shell command from the Microsoft\Exchange Server\Scripts folder:
./ install-AntispamAgents.ps1

2) Restart the Microsoft Exchange Transport service by running the following command:
Restart-Service MSExchangeTransport

After the service restart, you should be able to reload the Exchange Management Console and view

the Anti-Spam tab from the Hub Transport configuration. Please contact Microsoft technical support for
further assistance if the Anti-Spam Agents are not correctly installed.



3.3 Enable the Recipient Filter

Open the Exchange Management Console. Choose Hub Transport, and then the Anti-Spam tab. Right
click the Recipient Filtering option and select Properties. This properties page should look the same as in
section 2.1. Check the box labeled ‘Block messages sent to recipients not listed in the Global Address
List’.

Note: The information contained in part three was taken directly from the following URL:
http://technet.microsoft.com/en-us/library/bb201691.aspx

TROUBLESHOOTING —

If you are still receiving messages to invalid users, check the email server logs on your InstaGate or
ThreatWall to determine if email is being rejected due to ‘Unknown local part’. These logs can be found
under Support and Diagnostics->System Logs for an InstaGate, and Reports & Logs->System Logs for a
ThreatWall. Similar information can also be obtained from the ThreatMonitor.

Support & Diagnostics: System Logs [
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After selecting the Email Server/Relay logs, choose either the exim_mainlog or the exim_rejectlog.
Once the log file has opened, look for the keywords “rejected RCPT” or “Unknown local part.” You
should see a log entry similar to the one below confirming that recipient verification is working.

2008-04-01 00:00:41 H=(3.142.76-86.rev.gaoland.net) [86.76.138.222]
F=<lleksak_1983@CHCBEIRA.MIN-SAUDE.PT> rejected RCPT <cks@testdomain.com>: Unknown local
part cks in <cks@testdomain.com>

For faster performance, the InstaGate or ThreatWall stores all successful verifications in a call-out
cache. If the InstaGate or ThreatWall was not verifying recipient addresses correctly due to an improper
setup, a bad address may be cached. Email addresses will remain cached for up to 4 hours.

If you still having problems setting up address verification after completing the previous steps please
open a ticket with eSoft Technical Support at 877-754-2986 or online at http://support.esoft.com.




