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©eSoft Inc. 2008. eSoft, InstaGate, and ThreatWall are registered trademarks, and 
SoftPak and SoftPak Director are trademarks of eSoft, Inc. Microsoft and Windows are 
registered trademarks of Microsoft Corporation. Netscape and Netscape Navigator are 
registered trademarks of Netscape Communications Corporation. Adobe, the Adobe logo, 
and Acrobat are registered trademarks of Adobe Systems Inc. UNIX is a registered 
trademark of UNIX Systems Laboratories, Inc. All other brand and/or product names are 
the property of their respective holders. 
 
Portions of this software are covered under the GNU General Public License. You may 
freely obtain source code versions of the software covered by the GNU General Public 
License through the Internet at http://www.redhat.com. However, some applications 
remain the property of their owners, and require their permission to redistribute. For more 
information, access the eSoft web site at http://www.esoft.com. 
 
Portions of this software are Copyright © The Regents of the University of California. A 
complete copy of the copyright notice follows: 
 
Copyright © The Regents of the University of California. All rights reserved. 
 
Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met: 
 
Redistribution of source code must retain the above copyright notice, this list of 
conditions and the following disclaimer. 
 
Redistribution in binary form must reproduce the above copyright notice, this list of 
conditions and the following disclaimer in the documentation and/or other materials 
provided with the distribution. 
 
All advertising materials mentioning features or use of this software must display the 
following acknowledgment: 
“This product includes software developed by the University of California, Berkeley and 
its contributors.” 
 
Neither the name of the University nor the names of its contributors may be used to 
endorse or promote products derived from this software without specific prior written 
permission. 
 
THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS 
IS”' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT 
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND 
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT 
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SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, 
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL 
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF 
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR 
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF 
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGE. 
 
Portions of this software are Copyright © The Apache Group. A complete copy of the 
copyright notice follows: 
Copyright © 1995-1997 The Apache Group. All rights reserved. 
 
Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met: 
 
Redistributions of source code must retain the above copyright notice, this list of 
conditions and the following disclaimer. 
 
Redistributions in binary form must reproduce the above copyright notice, this list of 
conditions and the following disclaimer in the documentation and/or other materials 
provided with the distribution. 
 
All advertising materials mentioning features or use of this software must display the 
following acknowledgment: 
“This product includes software developed by the Apache Group for use in the Apache 
HTTP server project (http://www.apache.org/).” 
 
The names “Apache Server” and “Apache Group” must not be used to endorse or 
promote products derived from this software without prior written permission. 
 
Redistributions of any form whatsoever must retain the following acknowledgment: 
“This product includes software developed by the Apache Group for use in the Apache 
HTTP server project (http://www.apache.org/).” 
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VPN Manager is eSoft’s global VPN management solution that makes it simple to 

centrally manage a distributed network of InstaGate security appliances. With just a 
single operation, large scale VPNs can be created for an entire organization, securely 
connecting corporate headquarters, branch offices and remote users. VPN Manager 
speeds and simplifies VPN deployment, reduces IT resource requirements, and 
ultimately lowers the overall cost of building and managing a VPN network.  

 
The following document will demonstrate how to configure the Global 

Management Server and Global Management remote units for VPN Manager. The 
Global Management Server can be any InstaGate subscribed to the VPN Manager 
SoftPak. This SoftPak can be purchased using the SoftPak Director or through your 
sales representative. 
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The Global Management menu can be accessed from the InstaGate that is 

subscribed to the VPN Manager SoftPak. In the InstaGate user interface, scroll to the 
bottom of the left hand menus to reveal the Global Management menu. Click the 
Global Management link to show the various configuration pages. 
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��

�
The first step in setting up a Global Management VPN network is to enable the 

server. This is done by clicking on the Server option under the Global Management 
menu. Check the Enabled box and enter a Domain for the Global Management 
Server. We have used the domain ‘eSoft’ for the purposes of this walkthrough. Note 
that this domain does not have to be a Fully Qualified Domain Name (FQDN) or have 
DNS records. The domain will only be used for future client configuration. Click 
‘Apply’ to enable the Global Management Server. 
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The Devices page allows you to enter the remote InstaGate’s you wish to include 

in your VPN configuration. Click the Devices link under the Global Management 
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menu to access the Devices page. By clicking ‘Add’ you will be presented with the 
form below. Each InstaGate will be required to have a unique Name, Login Name and 
Password to allow for VPN synchronization.  

 
 

 
 
 
After entering the necessary information click ‘Apply’ to add your Device. In 

most configurations, the Global Management Server will also be part of a VPN 
tunnel. To support this configuration, add the Global Management Server as a device. 
After you have finished adding your devices you will see a page similar to the one 
shown below. Note that the devices show no WAN IP address and have not called 
home to the Global Management Server. 
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As mentioned in the previous section, if the Global Management Server needs to 

be part of the VPN network you will also have to add the Global Management Server 
as a device. Configuring the Global Management Client settings will allow the unit to 
register with itself. To access the Global Management Client settings click Global 
Management under the System menu. Enabling the Global Management Client 
checkbox will reveal the additional client settings. Select ‘Self’ to allow the device to 
register to itself. Enter the Domain, Login Name and Password you have assigned for 
the device. The screenshot below shows this configuration. Click ‘Apply’ to 
synchronize the device with the Global Management Server. At the top of the page 
you should receive a message that the device “Successfully Registered with the 
Policy Server.” 

 
 

 
 
 

*'*  �������������������
��������

 
Additional clients are added in the same manner as the client on the Global 

Management Server. After accessing the Global Management Client settings you will 
see a screen similar to the last screenshot. On each of the remote clients you will be 
asked to specify the IP Address of the Global Management Server. After entering all 
of the necessary information, click ‘Apply’ to synchronize the device with the Global 
Management Server. Again, at the top of the page you should receive a message that 
the device “Successfully Registered with the Policy Server.” 
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After all clients have been configured, you will typically want to go back to the 

Global Management Server and verify the registration. To do this, access the Devices 
page from the Global Management menu. You will see a page like below. Note that 
the last call time has been populated signifying a successful registration.  
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With the above steps completed you are now ready to enter the VPN 

configuration for the devices you have added. This is done by clicking the Remote 
Office VPN link under the Global Management menu. On this page you can view any 
VPNs that have already been created or click ‘Add’ to create a new VPN.  

 

,'*  �������
��������������(��	
�����0����

 
After clicking ‘Add’ you will be presented with options similar to the screenshot 

on the following page. Enter a name for the VPN and choose a network topology. 
Star topology creates VPNs from all remote devices to the central device. In Meshed 
topology, VPNs are created between all devices added to the VPN. If you choose Star 
topology you will also be asked to choose a center device.  

 
From the drop down menu select the devices you wish to add to the VPN 

network. Only devices that have been previously added through the devices page will 
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be available. After selecting a device click the ‘Add’ button to move the device into 
the VPN network. When you have finished adding devices click the ‘Apply’ button to 
save the VPN. Your VPN will now show with the topology, devices and status; the 
status should read OK.  
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You can add or remove networks available for each device by modifying the VPN 

and device. Go to the Remote Office VPN page, select the VPN network and click on 
Modify. Select the device that you wish to change and once again click Modify. The 
following options will be available.  
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 Selecting ‘None’ will only provide a host to host tunnel for communications 
between devices. The ‘All Registered’ selection will create a host to host, network to 
network and host to network between the devices using the LAN networks for 
available networks. By choosing ‘Selected’ you can add or remove available subnets. 
In this example, we have chosen to add a network to the Denver device. This will 
create additional tunnels so that other devices on this VPN network can access the 
192.168.100.0/255.255.255.0 network. After entering the network click the Add 
button to make this one of the selected networks. Click ‘Apply’ to save your changes.  
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It may take up to 5 minutes for VPN configurations to propagate to the remote 

devices. To verify VPN tunnels have propagated to the remote devices view the 
Remote Office VPN page under the Firewall Menu on each device. You should see 
several tunnels with a GM tag and their status. Tunnels will appear in the “Waiting” 
status until traffic is passed through the tunnel. 
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Typical problems with the VPN Manager SoftPak are remote unit registration 
problems and problems communicating through the VPN network. For the 
registration process the Global Management Server must have port 998 open for 
certificate communication. For encrypted communication, Protocol 50 must also be 
allowed to both endpoints. 

 
It is often useful to force devices to re-register in the event that registration could 

not be completed on the first attempt, or if VPN tunnels did not propagate correctly. 
This can be done on from the Global Management page under the System menu. 
Disable the Global Management Client and click ‘Apply’. To re-register, enable the 
Global Management Client again and click ‘Apply’. 

 
Troubleshooting VPN connectivity problems can often be very complex. If you 

are experiencing configuration problems please open a ticket with eSoft Technical 
Support at 877-754-2986 or online at http://support.esoft.com. 

 


