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VPN Manager is eSoft’s global VPN management solution that makes iesionpl
centrally manage a distributed network of InstaGate security appliandéguglia
single operation, large scale VPNs can be created for an entire orgamigaturely
connecting corporate headquarters, branch offices and remote users. VRj¢Mana
speeds and simplifies VPN deployment, reduces IT resource requirements, and
ultimately lowers the overall cost of building and managing a VPN network.

The following document will demonstrate how to configure the Global
Management Server and Global Management remote units for VPN Manager. The
Global Management Server can be any InstaGate subscribed to the VPN Manage
SoftPak. This SoftPak can be purchased using the SoftPak Director or through your
sales representative.
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The Global Management menu can be accessed from the InstaGate that is
subscribed to the VPN Manager SoftPak. In the InstaGate user interfatiegpsitre
bottom of the left hand menus to reveal the Global Management menu. Click the
Global Management link to show the various configuration pages.
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The first step in setting up a Global Management VPN network is to enable the
server. This is done by clicking on the Server option under the Global Management
menu. Check the Enabled box and enter a Domain for the Global Management
Server. We have used the domain ‘eSoft’ for the purposes of this walkthrough. Note
that this domain does not have to be a Fully Qualified Domain Name (FQDN) or have
DNS records. The domain will only be used for future client configuration. Click
‘Apply’ to enable the Global Management Server.
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The Devices page allows you to enter the remote InstaGate’s you wishutieinc
in your VPN configuration. Click the Devices link under the Global Management
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menu to access the Devices page. By clicking ‘Add’ you will be presentedhei
form below. Each InstaGate will be required to have a unique Name, Login Name and
Password to allow for VPN synchronization.

Global Management: Devices: Add M

Add Device

Name MNew York
Login Mame newyork
Password

After entering the necessary information click ‘Apply’ to add your De\lite.
most configurations, the Global Management Server will also be part of a VPN
tunnel. To support this configuration, add the Global Management Server as a device.
After you have finished adding your devices you will see a page similae tmne
shown below. Note that the devices show no WAN IP address and have not called
home to the Global Management Server.

Global Management: Devices 9
Number of Devices: 4 Maximum Allowed: Unlimited
Select Name WARN IP Address Last Call
@ Chicago — Mever

Denver — MNewver
Los Angeles — MNewver
New York — MNewver

Add Modify Delete
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As mentioned in the previous section, if the Global Management Server needs to
be part of the VPN network you will also have to add the Global Management Server
as a device. Configuring the Global Management Client settings will #iewnit to
register with itself. To access the Global Management Client sedlicg<Global
Management under the System menu. Enabling the Global Management Client
checkbox will reveal the additional client settings. Select ‘Self’ toaathe device to
register to itself. Enter the Domain, Login Name and Password you rsgeeasfor
the device. The screenshot below shows this configuration. Click ‘Apply’ to
synchronize the device with the Global Management Server. At the top of the page
you should receive a message that the device “Successfully Registerduewith
Policy Server.”

System: Global Management a
Global Management Client Settings
Global Management Enabled
Management Server @ Self
1 Remote Address
Domain eSoft
Login Name denver
Password

Apply Cancel

Additional clients are added in the same manner as the client on the Global
Management Server. After accessing the Global Management Cligmgsgou will
see a screen similar to the last screenshot. On each of the remoteyclientt be
asked to specify the IP Address of the Global Management Server. Aftengailer
of the necessary information, click ‘Apply’ to synchronize the device with thbabl
Management Server. Again, at the top of the page you should receive a message that
the device “Successfully Registered with the Policy Server.”



After all clients have been configured, you will typically want to go back to the
Global Management Server and verify the registration. To do this, access thesDevic
page from the Global Management menu. You will see a page like below. Note that
the last call time has been populated signifying a successful registrati

Global Management: Devices ﬁ'j
Number of Devices: 4 Maximum Allowed: Unlimited
Select Name WAN IP Address Last Call
@ Chicago 199 45 143 118 4:49 PM, Monday
Denver 199.45 143 116 4:49 PM, Monday
Los Angeles 199.45 143 202 4:48 PM, Monday
New York 75.166.78.70 4:49 PM, Monday

Add Modify Delete
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With the above steps completed you are now ready to enter the VPN
configuration for the devices you have added. This is done by clicking the Remote
Office VPN link under the Global Management menu. On this page you can view any
VPNs that have already been created or click ‘Add’ to create a new VPN.

After clicking ‘Add’ you will be presented with options similar to the sostmt
on the following page. Enter a name for the VPN and choose a network topology.
Star topology creates VPNs from all remote devices to the central devMeshed
topology, VPNSs are created between all devices added to the VPN. If you chagose Sta
topology you will also be asked to choose a center device.

From the drop down menu select the devices you wish to add to the VPN
network. Only devices that have been previously added through the devices page will
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be available. After selecting a device click the ‘Add’ button to move the dentize i

the VPN network. When you have finished adding devices click the ‘Apply’ button to
save the VPN. Your VPN will now show with the topology, devices and status; the
status should read OK.
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You can add or remove networks available for each device by modifying the VPN
and device. Go to the Remote Office VPN page, select the VPN network and click on
Modify. Select the device that you wish to change and once again click Modify. The
following options will be available.

Global Management: Remote Office VPNs: Edit: Modify: Denver @

) MNene {Host only)
) All Registered
@ Selected
Other - Add =

Metmask 2552662560 -

10.10.0.0/255.255.0.0




Selecting ‘None’ will only provide a host to host tunnel for communications
between devices. The ‘All Registered’ selection will create a bdsbgt, network to
network and host to network between the devices using the LAN networks for
available networks. By choosing ‘Selected’ you can add or remove availablessubnet
In this example, we have chosen to add a network to the Denver device. This will
create additional tunnels so that other devices on this VPN network can access the
192.168.100.0/255.255.255.0 network. After entering the network click the Add
button to make this one of the selected networks. Click ‘Apply’ to save your changes.
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It may take up to 5 minutes for VPN configurations to propagate to the remote
devices. To verify VPN tunnels have propagated to the remote devices view the
Remote Office VPN page under the Firewall Menu on each device. You should see
several tunnels with @M tag and their status. Tunnels will appear in the “Waiting”
status until traffic is passed through the tunnel.
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Typical problems with the VPN Manager SoftPak are remote unit registration
problems and problems communicating through the VPN network. For the
registration process the Global Management Server must have port 998 open for
certificate communication. For encrypted communication, Protocol 50 must also be
allowed to both endpoints.

It is often useful to force devices to re-register in the event that réigistcauld
not be completed on the first attempt, or if VPN tunnels did not propagate correctly.
This can be done on from the Global Management page under the System menu.
Disable the Global Management Client and click ‘Apply’. To re-registeble the
Global Management Client again and click ‘Apply’.

Troubleshooting VPN connectivity problems can often be very complex. If you
are experiencing configuration problems please open a ticket with eSbftidac
Support at 877-754-2986 or onlinehditp://support.esoft.com
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